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Error. Correct form should be

+𝛿
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Certified Adversarial Robustness
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Probability that the base classifier estimates class y for the 
Gaussian-perturbed image. Can be estimated with N 
perturbations as follows: 

Voting
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INTUITION?

Recall:

Previously
 on CENG7880



CENG7880 16Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000

Previously
 on CENG7880



CENG7880 17Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000

Previously
 on CENG7880



Colab Tutorial by Ugur Yalcin
(Thank you Ugur)

https://colab.research.google.com/drive/1yclWTo1VkuF4w8GxdfIEgRJm0hszR_AW?usp=sharing
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Motivation for Adversarial Defense Mechanisms

• Limitations of Adversarial Training / Robustness
• Accuracy vs robustness trade-off
• Computationally expensive: 

• Adversarial training requires generating adversarial examples through gradient updates
• If you train a network to be robust against a type of attack, we can come up with another 

type of attack.

• Alternative:
• “Tackle” perturbation before processing it by the ML model.

CENG7880 19
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Adversarial Defense Mechanisms

• Detecting attacks
• Consider perturbed images as out-of-distribution
• E.g., train an encoder-decoder network on “clean” input and use 

reconstruction error as a sign of ”anomaly”.

• Purify perturbed inputs
• Remove perturbations/attacks
• Transform perturbed input to its closest “clean” version
• E.g., use denoising autoencoders

CENG7880

Wang, Y., Sun, T., Li, S., Yuan, X., Ni, W., Hossain, E., & Poor, H. V. (2023). Adversarial Attacks and Defenses in Machine Learning-
Powered Networks: A Contemporary Survey. arXiv preprint arXiv:2303.06302.
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Robustness Verification
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Agenda

• Calibration
• Conformal Prediction
• (Predictive) Uncertainty Quantification
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Administrative Notes
• Final Exam:

• 13 January 16:30
• Paper selection finalized except for two projects
• Project milestones

• 1. Milestone (November 23, midnight):
• Read & understand the paper
• Download the datasets
• Prepare the Readme file excluding the results & conclusion

• 2. Milestone (December 7, midnight)
• The results of the first experiment

• 3. Milestone (January 4, midnight)
• Final report (Readme file)
• Repo with all code & trained models

CENG7880 37
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ResNet-110

The plots are from this paper: https://arxiv.org/pdf/1706.04599
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(the denominator becomes zero)
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The plots are from this paper: https://arxiv.org/pdf/1706.04599

ResNet-110
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The plots are from this paper: https://arxiv.org/pdf/1706.04599
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The plots are from this paper: https://arxiv.org/pdf/1706.04599
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(E.g.: label smoothing, mixup, weight decay, focal loss, explicit 
regularization loss, ..)
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Set transformed 
probabilities as:

69
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Recall: Softmax with a Scaling Factor
• Softmax is a smooth version of arg max:

argmax (𝑠$, 𝑠%, … , 𝑠&) = 𝑦$, 𝑦%, … , 𝑦& = (0,0, . . , 0,1,0. . 0)
• The base in Softmax can be changed to have more “peaky” (or distributed) values 

for the largest input (e' = 𝑏):

𝑠𝑚! 𝑠" =
𝑒!#!

∑$ 𝑒
!#"

• When 𝛽 → ∞, Softmax converges to arg-max.
e.g.
𝑠𝑚!"# 1, 1.1 = [0.475 0.524]
𝑠𝑚!"$ 1, 1.1 = [0.451 0.550]
𝑠𝑚!"% 1, 1.1 = [0.378 0.622]
𝑠𝑚!"#&& 1, 1.1 = [0.001 0.999]
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Recall: Softmax with Temperature

• Softmax with temperature is Softmax with 𝛽 = 1/𝑇:
𝑠𝑚#/( 𝑠) =

𝑒*%/(

∑+ 𝑒
*&/(

• Interpretation:
• Increase 𝑇 => decrease 𝛽 => decrease the peak around the largest value.

• Low 𝑇 yields more confident (may be over confident) probability 
distribution. 
• Especially in training sequence models where we perform sampling 

from the output distribution, in order to allow diversity, we can 
increase 𝑇.

Sinan Kalkan 76
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Conformal Prediction (Inference)
Some resources: 
- https://arxiv.org/pdf/2107.07511
- https://mindfulmodeler.substack.com/p/e-mail-course-on-conformal-prediction
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and 𝛼: User-specified error rate threshold



Conformal Prediction: Goal

• Given a predictor 𝑓, modify it to obtain a set predictor '𝑓 such that it 
predicts a set.
• In such a way that the correct label is within the set with 1 − 𝛼

reliability/confidence:

𝑃 𝑌)*+) ∈ '𝑓 𝑋)*+) ≥ 1 − 𝛼

CENG7880 90



Why Conformal Prediction?
Conformal Prediction vs Uncertainty Estimation
• Uncertainty estimation requires
• Additional effort
• Models with uncertainty estimation capabilities

• Conformal Prediction is
• Fast
• Model-agnostic
• Few lines of code
• Statistical guarantees
• No retraining required

CENG7880 91
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Why Conformal Prediction?
Conformal Prediction vs Calibration
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Why Conformal Prediction?

• “distribution-free: the only assumption is that data points are 
exchangeable.
• model-agnostic: conformal prediction can be applied to any 

predictive model.
• coverage guarantee: the resulting prediction sets come with 

guarantees of covering the true outcome with a certain probability.”
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https://mindfulmodeler.substack.com/p/week-1-getting-started-with-conformal
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Material: 
https://arxiv.org/pdf/2107.07511
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• We use a hold-out/val set 
since prediction probabilities 
on the training set are not 
reliable.
• Conformal score (𝑠,) = 1 – 𝑝̂,
• But we can devise other 

measures based on x and y

• Set threshold 2𝑞 as 2𝑞 = 1 − 𝛼
quantile of the scores
• Interpretation: if 𝛼 = 0.1, 90% 

of GT softmax outputs are 
above 1- 2𝑞.

Material: https://arxiv.org/pdf/2107.07511



Properties of the Prediction Set

• The size of the set indicates the (un)certainty of the model
• The set includes the possible, most likely classes/predictions for the 

input
• The prediction set satisfies
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Conformal Prediction for Any/All Problems

• Whether the inputs/outputs are discrete/continuous or not
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(Softmax probabilities
in the previous example)

Fig & material: https://arxiv.org/pdf/2107.07511
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Material:  https://arxiv.org/pdf/2107.07511



• Restriction on 𝑠,:
• It cannot be random
• It must already sort the predictions correctly

CENG7880 101

Material:  https://arxiv.org/pdf/2107.07511



Marginal Coverage

• The coverage guarantee only holds on average across all data points, 
also called “marginal” coverage. 
• There is currently no guarantee that the coverage holds for each 

variety.
• Coverage = percentage of prediction sets that contain the true label
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Adaptive Prediction Sets

• Problem: the current conformal 
predictor is not adaptive to the 
difficulty of the classification, 
providing “average” coverage.
• Goal: Conditional coverage.
• Adaptive conformal predictors 

approximate conditional coverage.
• Approach: Use cumulative sum of 

probabilities in calculating non-
conformity scores and determining 
the threshold.
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Intuition for Conformal Prediction
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(conformal)

Fig: https://mindfulmodeler.substack.com/p/week-2-intuition-behind-conformal



Intuition for Conformal Prediction
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“If α = 0.1, then we want to have 90% of the non-conformity scores in the “certain” section. Finding the threshold is 
easy because it means computing the quantile q: the score value where 90% of images are below and 10% are 
above”

Material: https://mindfulmodeler.substack.com/p/week-2-intuition-behind-conformal



Conformal Prediction for Regression
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https://mindfulmodeler.substack.com/p/week-3-conformal-prediction-for-regression

Goal: Predict an interval around model’s prediction where half-width is 𝛼. 

as (𝑓 𝑥! − 𝑞, (𝑓 𝑥! + 𝑞



Conformal Prediction for 
Regression
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Adaptive Conformal Regression
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Predictive Uncertainty
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Types of Uncertainty 

CENG7880

Fig: Abdar et al., A review of uncertainty quantification in deep learning: Techniques, applications and challenges, 2021
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Sources of model (epistemic) uncertainty

• ℱ: Full hypothesis space. E.g., the 
functions that can be represented by 
Transformers.
• ℋ: A subspace of ℱ; e.g., functions 

that can be represented with specific 
model hyperparameters.
• ℎ∗: Theoretical optimal solution in ℋ.

CENG7880 154
Fig, Eqs and content: A survey on uncertainty quantification 
methods for deep learning, 2023.  arxiv.org/pdf/2302.13425



Sources of model (epistemic) uncertainty

• 𝑓.∗ ∈ ℱ: Optimal solution with respect 
to one sample distribution 𝑝.(𝒙, 𝑦).
• 𝑓/∗ ∈ ℱ: Optimal solution with respect 

to one sample distribution 𝑝/(𝒙, 𝑦).

• =ℎ: Solution in ℋ that is learned on a 
training set 𝐷)0 drawn from 𝑝.(𝒙, 𝑦).
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https://arxiv.org/pdf/2302.13425

Fig, Eqs and content: A survey on uncertainty quantification 
methods for deep learning, 2023.  arxiv.org/pdf/2302.13425



Sources of model (epistemic) uncertainty
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https://arxiv.org/pdf/2302.13425

This discrepancy will occur even if you 
have the perfect training algorithm.

Fig, table and content: A survey on uncertainty quantification 
methods for deep learning, 2023.  arxiv.org/pdf/2302.13425
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Sources of model (epistemic) uncertainty
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https://arxiv.org/pdf/2302.13425

Due to insufficient data or imperfect 
learning algorithm.

Fig, table and content: A survey on uncertainty quantification 
methods for deep learning, 2023.  arxiv.org/pdf/2302.13425
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Sources of model (epistemic) uncertainty
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https://arxiv.org/pdf/2302.13425

• Due to different sample distributions 
between training and inference. 

• A model trained on 𝑝#(𝒙, 𝑦) will make errors 
on samples from 𝑝$(𝒙, 𝑦).
• Out of distribution samples.
• Samples far from training set.Fig, table and content: A survey on uncertainty quantification 

methods for deep learning, 2023.  arxiv.org/pdf/2302.13425
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Sources of data (aleatoric) uncertainty
• Owing to inherent data randomness, noise 

or class/label confusion
• Irreducible even with more training data

CENG7880 159

Fig: Abdar et al., A review of uncertainty 
quantification in deep learning: Techniques, 

applications and challenges, 2021

Sample from Imagenet From Bedrettin Cetinkaya’s PhD Thesis



Sources of data (aleatoric) uncertainty
• Owing to inherent data randomness, noise 

or class/label confusion
• Irreducible even with more training data
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Two types:
• Homoscedastic (homogeneous 

variances) noise: Constant observation 
noise for all samples.

• Heteroscedastic (heterogeneous 
variances) noise: Input dependent 
noise. Fig: https://stats.stackexchange.com/questions/76151/what-is-an-

intuitive-explanation-of-why-we-want-homoskedasticity-in-a-regression
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Uncertainty Quantification in 
Deep/Machine Learning
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Fig, table and content: A survey on uncertainty quantification 
methods for deep learning, 2023.  arxiv.org/pdf/2302.13425


