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Importance Weights for 
Covariate Shift
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𝑝 𝑥 ≠ 𝑞 𝑥 but 𝑝 𝑦 | 𝑥 = 𝑞 𝑦 | 𝑥
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Estimating the weights

4

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 70005

Previously
 on CENG7880



Covariate Shift Tutorial
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https://colab.research.google.com/drive/1NmrRgflPeiMszcsUJo_hjUqjH6RhFtWC
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We are trying to find 
the function f() that 
best separates the two 
distributions.
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Then,	

𝑆 =)
!"#

$

𝟏 +𝑔 𝑥! = 𝑏! ∼ Binomial 𝑛,½

Accuracy +𝑔, 𝑋%% =
1
𝑛 𝑆
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Covariate Shift Detection
Then,	
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Accuracy +𝑔, 𝑋%% ≥
1
2
+ 𝜖

⟹
𝑆
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+ 𝜖 ⟹ 𝑆 ≥
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2
+ 𝑛𝜖

Since 𝑆 (# of correct classifications) needs to be an 
integer:

𝑆 ≥
𝑛
2
+ 𝑛𝜖

Since	𝑆 ∼ Binomial 𝑛,½ ,	this	probability	is	the	sum	of	the	probabilities	of	all	outcomes	𝑖 (#	of	
correct	predictions)	from	 $& + 𝑛𝜖 to	𝑛:		
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Adversarial Attacks and 
Robustness
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Deep networks are “sensitive”
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Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical 
adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.
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Types of Attacks

• Digital vs Physical
• Digital: Victim and attack are both soft
• Physical: Victim and attack are both physical

• White-box vs Black-box
• White-box: We have access to the model and its parameters (we can make 

forward and backward passes).
• Black-box: We have access to only model predictions. 

• Targeted vs Non-targeted
• Targeted: The attack aims to obtain highest probability for a pre-determined 

target class.
• Non-targeted: Any non-correct class is fine.
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Physical Attacks
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Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical 
adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.
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Agenda

• Robustness
• Adversarial robustness (this week)
• Certified robustness (this week)
• Calibrated predictions & uncertainty (next week)
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Administrative Notes
• Final Exam:

• 13 January 16:30
• Paper selection finalized except for two projects
• Project milestones

• 1. Milestone (November 23, midnight):
• Read & understand the paper
• Download the datasets
• Prepare the Readme file excluding the results & conclusion

• 2. Milestone (December 7, midnight)
• The results of the first experiment

• 3. Milestone (January 4, midnight)
• Final report (Readme file)
• Repo with all code & trained models
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Generating Adversarial Examples
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Note that: 
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Note that: 
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Error. Correct form should be

+𝛿
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Adversarial Training
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Certified Adversarial Robustness
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Probability that the base classifier estimates class y for the 
Gaussian-perturbed image. Can be estimated with N 
perturbations as follows: 

Voting
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INTUITION?

Recall:
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WILL NOT BE INCLUDED IN THE EXAM
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CENG501
Cohen et al., “Certified Adversarial Robustness via 
Randomized Smoothing”, 2019.

Binomial Model: 



CENG501
Cohen et al., “Certified Adversarial Robustness via 
Randomized Smoothing”, 2019.

Have an initial estimate on 𝑐̂! with 
a small number of samples.
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Randomized Smoothing During Training?

• The explained Randomized Smoothing is a post-processing/post-hoc 
method. The base classifier is not updated.
• Can we train/update the base classifier to have better certified 

robustness?
• Noise Augmentation
• Methods like MACER: 
Zhai et al., “MACER: Attack-free and Scalable Robust Training via Maximizing 

Certified Radius”, ICLR 2020.

• These can provide larger radius for certified robustness. 
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Adversarial Defenses
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Motivation for Adversarial Defense Mechanisms

• Limitations of Adversarial Training / Robustness
• Accuracy vs robustness trade-off
• Computationally expensive: 

• Adversarial training requires generating adversarial examples through gradient updates
• If you train a network to be robust against a type of attack, we can come up with another 

type of attack.

• Alternative:
• “Tackle” perturbation before processing it by the ML model.
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Adversarial Defense Mechanisms

• Detecting attacks
• Consider perturbed images as out-of-distribution
• E.g., train an encoder-decoder network on “clean” input and use 

reconstruction error as a sign of ”anomaly”.

• Purify perturbed inputs
• Remove perturbations/attacks
• Transform perturbed input to its closest “clean” version
• E.g., use denoising autoencoders

CENG501

Wang, Y., Sun, T., Li, S., Yuan, X., Ni, W., Hossain, E., & Poor, H. V. (2023). Adversarial Attacks and Defenses in Machine Learning-
Powered Networks: A Contemporary Survey. arXiv preprint arXiv:2303.06302.



Adversarial 
Defense 
Mechanisms: 
Purification 
Methods
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Wang, Y., Sun, T., Li, S.,
Yuan, X., Ni, W., Hossain, E.,
& Poor, H. V. (2023).
Adversarial Attacks and
Defenses in Machine
Learning-Powered Networks:
A Contemporary Survey. arXiv
preprint arXiv:2303.06302.



AI Safety: Jailbreaking, 
hallucination, emergent behavior
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ASR: Attack 
Success Rate

Swap: swap two adjacent characters
Insert: insert a new, random character
Patch: replace occurrences of a character with a 
random character.
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Robustness Verification
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Verifying Programs: 
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