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Robustness: Agenda
Robustness to Distribution Shifts
• Images
• Noise, color changes, light 

changes, day/night, 
summer/winter, …

• Audio
• Noise, background, gain 

level, …

• Text
• Noise, synonyms, 

alternative phrasing, ..
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Robustness: Agenda
Adversarial Robustness

• Types of adversarial 
attacks

• Adversarial training

CENG7880

https://www.altacognita.com/robust-attribution/

Szegedy et al., Intriguing Properties of Neural Networks, 2014
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Robustness: Agenda
Certifying/Verifying Robustness

CENG7880

Figs: Uni of Pennsylvania, Trustworthy ML - CIS 7000
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Robustness: Agenda
Calibrated Predictions & Uncertainty 

CENG7880

Fig: Abdar et al., A review of uncertainty quantification in deep learning: 
Techniques, applications and challenges, 2021

Fig: Uni of Pennsylvania, Trustworthy ML - CIS 7000
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labels don’t

11

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700012

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700013

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700014

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700015

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700016

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700017

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700018

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700019

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700020

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700021

Previously
 on CENG7880



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700022

Previously
 on CENG7880



Tutorial on Label Shift

https://colab.research.google.com/drive/1fpxfcIJW5UxxX72fsS98a0fkXSEeTRGr?usp=drive_link
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https://colab.research.google.com/drive/1fpxfcIJW5UxxX72fsS98a0fkXSEeTRGr?usp=drive_link


Agenda

• Robustness
• Covariate shift (this week)
• Adversarial robustness (this + next week)
• Certifying robustness (next week)
• Calibrated predictions & uncertainty (next next week)
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Administrative Notes
• Final Exam:

• 13 January 16:30
• Paper selection finalized except for two projects
• Project milestones

• 1. Milestone (November 23, midnight):
• Read & understand the paper
• Download the datasets
• Prepare the Readme file excluding the results & conclusion

• 2. Milestone (December 7, midnight)
• The results of the first experiment

• 3. Milestone (January 4, midnight)
• Final report (Readme file)
• Repo with all code & trained models
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Background: Baye’s Theorem

• For events 𝐴 and 𝐵:

𝑝 𝐴 =
𝑝 𝐵 𝐴 𝑝 𝐴

𝑝(𝐵)
=
𝑝 𝐴, 𝐵
𝑝(𝐵)
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Background: Marginalization
• Marginal distribution: The distribution of some variables without 

reference/condition on other variables. 
• Example:

• 𝑋, 𝑌:		Two discrete random variables
• Marginal distribution of 𝑋: 

𝑝 𝑥! =)
"

𝑝 𝑥!, 𝑦" =)
"

𝑝 𝑥! | 𝑦" 𝑝(𝑦")

• Marginal distribution of 𝑌: 

𝑝 𝑦! =)
"

𝑝 𝑥", 𝑦! =)
"

𝑝 𝑦! | 𝑥" 𝑝(𝑥")

• These turn into integrals in continuous cases:
𝑝 𝑥 = .

#
𝑝 𝑥, 𝑦 d𝑦 = .

#
𝑝 𝑥 | 𝑦 𝑝 𝑦 d𝑦

𝑝 𝑦 = .
$
𝑝 𝑥, 𝑦 d𝑥 = .

$
𝑝 𝑦 | 𝑥 𝑝 𝑥 d𝑥
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Table from Wikipedia

https://en.wikipedia.org/wiki/Marginal_distribution


Background: 
Independent and identically distributed (i.i.d.)
• “a collection of random variables is independent and identically 

distributed (i.i.d., iid, or IID) if each random variable has the same 
probability distribution as the others and all are mutually independent.” 
– Wikipedia
• identically distributed: When samples are taken from the distribution, there is 

no overall trend / change / shift / fluctuation in the distribution. 
• More formally: 𝐹% 𝑥 = 𝐹&(𝑥) for 𝐹% 𝑥 = 𝑃(𝑋 ≤ 𝑥) and 𝐹& 𝑦 = 𝑃 𝑌 ≤ 𝑦 being the 

cumulative distributions.
• independent: Samples are not “connected” to other samples. I.e., knowing one 

sample does not say anything about other samples. 
• More formally:  𝑝 𝐴, 𝐵 = 𝑝 𝐴 ⋅ 𝑝(𝐵).

• Synonym with “random variable”
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Background: 
Independent and identically distributed (i.i.d.)
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Example from Wikipedia:

https://en.wikipedia.org/wiki/Independent_and_identically_distributed_random_variables


Background: Infimum (inf) and Supremum (sup)

• Infimum
• Greatest lower bound

• Supremum
• Lowest upper bound
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Fig: https://en.wikipedia.org/wiki/Infimum_and_supremum

Fig: https://www.researchgate.net/figure/Minimum-maximum-infimum-and-
supremum-of-example-functions_fig1_355093246

Fig: https://en.wikipedia.org/wiki/Infimum_and_supremum

Differences to min and max: 
- inf and sup may not be part of the set



Background: Binomial Distribution

• If a random variable 𝑋 follows the Binomial 
Distribution with parameter 𝑛 ∈ ℕ and 𝑝 ∈
[0, 1], 

• then the probability of getting 𝑘 successes 
(with same rate 𝑝) in 𝑛 Bernoulli trials:

𝑃 𝑋 = 𝑘 =
𝑛
𝑘 𝑝! 1 − 𝑝 "#!

with the binomial coefficient:
𝑛
𝑘 =

𝑛!
𝑘! 𝑛 − 𝑘 !

• 𝐸 𝑋 = 𝑛𝑝
• 𝑉𝑎𝑟(𝑋) = 𝑛𝑝(1 − 𝑝)
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Example from Wikipedia: 

Fig:  Wikipedia

https://en.wikipedia.org/wiki/Binomial_distribution
https://en.wikipedia.org/wiki/Binomial_distribution


Background: Bernoulli Distribution

• Discrete probability distribution where a variable can take two values
• 𝑋: a random Bernoulli variable, then:
• 𝑃 𝑋 = 1 = 𝑝
• 𝑃 𝑋 = 0 = 𝑞 = 1 − 𝑝
• 𝐸[𝑋] = 𝑝
• 𝑉𝑎𝑟[𝑋] = 𝑝(1 − 𝑝)

• A special case of Binomial Distribution with 𝑛 = 1
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Background: Lipschitz Constant

• For a function 𝑓 ⋅ :

𝐾 = sup
6!76"

|𝑓 𝑥8 − 𝑓 𝑥9 |
|𝑥8 − 𝑥9|

• Alternative definition:
𝑓 𝑥8 − 𝑓 𝑥9 ≤ 𝐾|𝑥8 − 𝑥9|

• If the function is differentiable with bounded derivative:
𝐾 = sup

6
𝑓: 𝑥
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Background: Two-sample Test

• Given samples from two different 
distributions P and Q, determine whether the 
difference between the samples is statistically 
significant.
• Requires prior information about the 

distributions P and Q.
• Apply on samples/population or distribution 

parameters (mean and variance)
• Many alternatives:

• Student’s t-test
• Mann-Whitney U test
• Welch’s t-test
• …
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Example

Student’s t-test
• Assumes same sample size and 

variance: 

𝑡 =
<𝑃 − <𝑄
𝑠' 2/𝑛

where 𝑠' =
(!
")(#

"

*
is the 

combined standard deviation.

Higher 𝑡 => Larger gap between P 
and Q.



Importance Weights for 
Covariate Shift

CENG7880 38

𝑝 𝑥 ≠ 𝑞 𝑥 but 𝑝 𝑦 | 𝑥 = 𝑞 𝑦 | 𝑥
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Remember:
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Estimating the weights
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Estimating the weights
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Estimating the weights
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Estimating the weights
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Estimating the weights
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Estimating the weights
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Estimating the weights
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Estimating the weights
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Estimating the weights
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Methods for 
Distributional Robustness
Using Penalty Terms

CENG7880 57
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Sensitive to the mis-alignment between the two distributions. No notion of cost between two points.
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𝑓(𝑥, 𝑦):  A smooth-function (Lipschitz constant: 1) that measures how far apart the two distributions are. 
We are trying to find 𝑓(𝑥, 𝑦) that best separates the distributions. 

Sensitive to the mis-alignment between the two distributions. No notion of cost between two points.



Background: Wasserstein Distance Metric 
Also called: Kantorovich-Rubinstein metric, Earth Mover’s Distance 

• A measure between two probability 
distributions P and Q.
• The minimum “cost” of moving pile 

from P to Q.
• A measure of optimal transport 

problem.

• For samples 𝑋 ~ 𝑃 and 𝑌 ~ 𝑄:

𝑊 𝑃,𝑄 =
1
𝑛
=
CD9

E

𝑋C − 𝑌C F

9/F
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Fig: 
https://www.researchgate.net/publication/349704621_Geometrical_aspects_of_e
ntropy_production_in_stochastic_thermodynamics_based_on_Wasserstein_distan
ce/figures?lo=1
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We are trying to find 
the function f() that 
best separates the two 
distributions.
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𝑊 '(

𝑊 +' 𝑊 +'
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Methods for 
Distributional Robustness
Covariate Shift Detection

CENG7880 80



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700081



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700082



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700083



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700084



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700085



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 700086



Then,	

𝑆 =)
!,-

.

𝟏 N𝑔 𝑥! = 𝑏! ∼ Binomial 𝑛,½

Accuracy N𝑔, 𝑋// =
1
𝑛 𝑆

CENG7880 Adapted from: Uni of Pennsylvania, Trustworthy ML - CIS 700087

Accuracy N𝑔, 𝑋// ≥
1
2
+ 𝜖

⟹
𝑆
𝑛
≥
1
2
+ 𝜖 ⟹ 𝑆 ≥

𝑛
2
+ 𝑛𝜖

Since 𝑆 (# of correct classifications) needs to be an 
integer:

𝑆 ≥
𝑛
2
+ 𝑛𝜖



Covariate Shift Detection
Then,	

𝑆 =)
!,-

.

𝟏 N𝑔 𝑥! = 𝑏! ∼ Binomial 𝑛,½

Accuracy N𝑔, 𝑋// =
1
𝑛
𝑆
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Accuracy N𝑔, 𝑋// ≥
1
2
+ 𝜖

⟹
𝑆
𝑛
≥
1
2
+ 𝜖 ⟹ 𝑆 ≥

𝑛
2
+ 𝑛𝜖

Since 𝑆 (# of correct classifications) needs to be an 
integer:

𝑆 ≥
𝑛
2
+ 𝑛𝜖

Since	𝑆 ∼ Binomial 𝑛,½ ,	this	probability	is	the	sum	of	the	probabilities	of	all	outcomes	𝑖 (#	of	
correct	predictions)	from	 .* + 𝑛𝜖 to	𝑛:		
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Should be
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Adversarial Attacks and 
Robustness
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Deep networks are “sensitive”
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Adversarial Attacks Everywhere
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Adversarial Attacks Everywhere

CENG7880 95Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000



Adversarial Attacks Everywhere
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Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical 
adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.



CENG7880 99

Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical 
adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.
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Guesmi, A., Hanif, M. A., Ouni, B., & Shafique, M. (2023). Physical adversarial attacks for
camera-based smart systems: Current trends, categorization, applications, research
challenges, and future outlook. IEEE Access.
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Guesmi, A., Hanif, M. A., Ouni, B., & Shafique, M. (2023). Physical adversarial attacks for
camera-based smart systems: Current trends, categorization, applications, research
challenges, and future outlook. IEEE Access.



CENG7880 102

Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical 
adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.



CENG7880 103

Lovisotto, G., Turner, H., Sluganovic, I., Strohmeier, M., & Martinovic, I. (2021). SLAP:
Improving physical adversarial examples with {Short-Lived} adversarial perturbations. In
30th USENIX Security Symposium (USENIX Security 21) (pp. 1865-1882).



Types of Attacks

• Digital vs Physical
• Digital: Victim and attack are both soft
• Physical: Victim and attack are both physical

• White-box vs Black-box
• White-box: We have access to the model and its parameters (we can make 

forward and backward passes).
• Black-box: We have access to only model predictions. 

• Targeted vs Non-targeted
• Targeted: The attack aims to obtain highest probability for a pre-determined 

target class.
• Non-targeted: Any non-correct class is fine.
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Adversarial Attack 
Pipeline
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Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical 
adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.



Physical Attacks
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Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical 
adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.
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Is there a simple fix using 
data augmentation?

Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000


