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RoheStness: Agenda
@@Eustness to Distribution Shifts
06"
.\o
Q‘Qﬁ * Images
* Noise, color changes, light
changes, day/night,
summer/winter, ...
e Audio
* Noise, background, gain
level, ...
* Text

* Noise, synonyms,
alternative phrasing, ..

Brightness Contrast Elastic Pixelate JPEG

Hendrycks & Dietterich, Benchmarking Neural Network Robustness to Common Corruptions and Perturbations

CENG7880 2



Ro%@stness Agenda

A@‘versanal Robustness

* Types of adversarial
attacks

e Adversarial training

CENG7880

“panda” “gibbon"
57.7% confidence 99.3% confidence

Szegedy et al., Intriguing Properties of Neural Networks, 2014

classified as classified as

Stop Sign Max Speed 100
https://www.altacognita.com/robust-attribution/



Rolg@stness Agenda
Qe‘rtlfymg/Verlfymg Robustness
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¢ Neural network certification: problem statement
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Figs: Uni of Pennsylvania, Trustworthy ML - CIS 7000
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RO %@E’o%ness: Agenda
ga‘(‘lbrated Predictions & Uncertainty
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Fig: Uni of Pennsylvania, Trustworthy ML - CIS 7000 Fig: Abdar et al., A review of uncertainty quantification in deep learning:

Techniques, applications and challenges, 2021
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Exampfe: Real Perturbations
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Koh et al., WILDS: A Benchmark of in-the-Wild Distribution Shifts, 2020
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Examyste: Real Perturbations
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Koh et al., WILDS: A Benchmark of in-the-Wild Distribution Shifts, 2020
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Dlstry@qutlon Shift

c‘&

'Blstrlbutlon shift: Training and test distributions d|ffer
z¢\° * Training set consists of samples (x{,y1), ..., (x;,, yn) ~
<t * Test set consists of samples (x1, V1), ..., (xm, Ym) ~

 Supervised learning under distribution shift
* Given training dataset Z € X'XTY consisting of i.i.d. samples (x,y) ~ P
* Goal is to minimize loss Eq[£(0; x,y)] # |Z]™* Z(x,y)EZ £(0;x,y)
* Computing 8 = m@ianl_1 2 xy)ez t(0; x,y) may not work

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000



Unsyg€rvised Domain Adaptation

é&

N
3,;&kfea: Use some information about the distribution shift

vk U e

'
labeled training examples unlabeled test examples

(possibly shifted)

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000



Unsyp®€rvised Domain Adaptation

c,‘&
o

:{;Bgta is easy to collect but labeling costs money

&4\0 * Example: Data from a different hospital
]

 Collect data during run time
* Example: Self-driving car

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C!§ 7000



Labe)8hift Assumption

c,‘&
o

:},;Bgt p and q be the density functions for P and @Q, respectively
3°
'\

® ¢ Label Shift Assumption: p(x | v) = q(x | v)

 But may have p(y) # q(y)
* Intuition: The rates of labels changes, but the kinds of labels don’t

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C!$ 7000



Labe}hift Assumption

c,‘&
o

;,;E\)?ample: Increase in flu cases due to an outbreak
04'\0 * x are the symptoms, y is indicator for flu
<t « P(x | y) is rate of symptoms conditioned on having disease (stays the same)
* P(y) is rate of flu (can change if there is an outbreak)

Flu (y)

Cough (x;) Fever (x4)

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C!S 7000



Labe)Bhift Assumption

cf"é

,;Bxample Changes in label airplane  Ju [N NS I ..:-n-e

0\0 distribution automobile (523 Rl fl ey e S ot [0 e 9
<t . J}C)IS an |m?g;ycijs. tth.eblatt.)el bird ?;ﬂ ﬂ- ' .-.
(x| y) is the distribution .Ea..-’!

of images of a given label

cat

* P(y) is rate of that label i .,R&ng
o EESA B R

* Often, the training labels are — E......
balanced, which is a source o C LA e 0, ] P

of label shift ship =T 2P
truck ol O i T e (M 0
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Covagidite Shift Assumption

c,‘&

O
'&}:\eqc p and q be the density functions for P and Q, respectively
3°
,@z
®" « Covariate Shift Assumption: p(ylx)=q(y|x)
« But may have p(x) # q(x)

* Intuition: The label computation does not change, but the inputs can change

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C!$ 7000



Covagigte Shift Assumption
&

0’0 Gaussian Noise

Shot Noise Impulse Noise  Defocus Blur Frosted Glass Blur
- — = :

ak
R T
e S L) ASHIN S5

Brightness Contrast Elastic Pixelate JPEG

Hendrycks & Dietterich, Benchmarking Neural Network Robustness to Common Corruptions and Perturbations
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Covagiate Shift Assumption

cf"é
00

Train

Test (OOD)

d = Location 1 d = Location 2

Vulturine African Bush
Guineafowl Elephant

Cow Cow

d = Location 245

!

d = Location 246

Great Curassow

Test (ID)

d = Location 1 d = Location 2

Giraffe Impala

Sun Bear

Koh et al., WILDS: A Benchmark of in-the-Wild Distribution Shifts, 2020
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N . R
Covaprate Shift Assumption
&
o ..
&;Gomputer vision
z&\o e Daytime vs. nighttime
<t * Color shifts, lighting shifts, etc.
* Driving in a new city

* Natural language processing
* Change in vocabulary frequency over time
* Regional vocabulary
* News writing vs. conversational writing

e Covariate shift is pervasive

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000



Q : :
Impaogtance Weighting
S
C
O
3,;6?ven distributions P and @, the importance weight (function) is
3°

Y w(x,y) = q(x,y)
' p(x,y)

* Key property (by definition):
Eol€(0;x,y)] = Ep[£(0;x,y) - w(x,y)]

* Key question: How to compute importance weights?

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000



Impogtance Weights for Label Shift

c‘&
o

:},;l:hothe label shift setting, we have

@4\0
Q

_qxy)

W(x) y) - p(x,y)

_ qx1y)q(y)

 p&xI)p()
_a®»)
p(y)

= w(y)

CENG7880
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Impgﬁ%nce Weights for Label Shift
<

Qo SHER Confusion Matrix of CIFAR Classifier
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Sooksatra, Evaluation of adversarial attacks sensitivity of classifiers with occluded input data
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Impgﬁ'?ance Weights for Label Shift
&
S =Plf O =iy =j1 pi=Pelf) =il 4 = Polf(x) =il

3°

Q¥ Polf(x)=ily=j]1=Pylf(x)=ily=]]

* Now, we have
i = X5 Pelf() =i,y = j]-w())

a1 [Prlf) =1y =1] - Pplf(x)=1y=K]|[w()

a] P lfG) =Ky=1 -~ Polf(x) =K,y =Kl lwK).

— — r—1
q=Cw>=>w=C_(""q
88888888 Slide: Uni of Pennsylvania, Trustworthy ML - C}$ 7000



Supegwised Learning with Label Shift

c,‘&
o

°4ﬂ%ut: Training dataset Z, unlabeled test dataset X
&
<
%"« Step 1: Train f on Z

* Step 2: Estimate using the dataset:
* Cij =Pplf(x) =0y =jl = 1ZI7 Zeppez 1) = iny =)
* qi = Polf(x) = i] = |X[' Zxex 1(f (x) = 1)

e Step 3: Compute w = C " 1q
« Step 4: Compute 6 = arg min 2xyezt(@x,y) - w(y)
:

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C}S 7000



Tutorial on Label Shift

https://colab.research.google.com/drive/1fpxfcl)W5UxxX72fsS98a0fkXSEeTRGr?usp=drive link

CENG7880
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https://colab.research.google.com/drive/1fpxfcIJW5UxxX72fsS98a0fkXSEeTRGr?usp=drive_link

Agenda

e Robustnhess

e Covariate shift (this week)
e Adversarial robustness (this + next week)

CENG7880
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Administrative Notes

* Final Exam:
* 13 January 16:30

e Paper selection finalized except for two projects

* Project milestones

e 1. Milestone (November 23, midnight):

* Read & understand the paper

* Download the datasets

* Prepare the Readme file excluding the results & conclusion
* 2. Milestone (December 7, midnight)

* The results of the first experiment
* 3. Milestone (January 4, midnight)

* Final report (Readme file)

* Repo with all code & trained models

CENG7880
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Background: Baye's Theorem

 For events 4 and B:

p(BIA)p(4) _ p(A,B)

A R 1)

88888888



Background: Marginalization

* Marginal distribution: The distribution of some variables without
reference/condition on other variables.

 Example: X
. . Y Xy Xo X3 X3 Pyy) !
 X,Y: Two discrete random variables R EERE )
 Marginal distribution of X: i 32 /3% 2 32 3
2 3 % owm ow w
p(x;) = Z p(xy) = Z p(xi | 7)p()) : :
7 7 5 |35/0]0|0]| 35
* Marginal distribution of Y P - 32| S || 2
p(yi) = zp(xj»%') = zp(%’ | xj)p(xj) Table from Wikipedia
J J

* These turn into integrals in continuous cases:

p(x) = fp(x,y)dy= f

i

p(y) = p(x,y)dx =

p(x | y)p(y) dy

p(y | x)p(x) dx

—
2

X

CENG7880 27


https://en.wikipedia.org/wiki/Marginal_distribution

Background:
Independent and identically distributed (i.i.d.)

e “a collection of random variables is independent and identically
distributed (i.i.d., iid, or 1ID) if each random variable has the same
probability distribution as the others and all are mutually independent.”
— Wikipedia

* identically distributed: When samples are taken from the distribution, there is
no overall trend / change / shift / fluctuation in the distribution.

* independent: Samples are not “connected” to other samples. l.e., knowing one
sample does not say anything about other samples.

* Synonym with “random variable”

CENG7880 28



Background:
Independent and identically distributed (i.i.d.)

Example from Wikipedia:

CENG7880
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https://en.wikipedia.org/wiki/Independent_and_identically_distributed_random_variables

Background: Infimum (inf) and Supremum (sup)

* Infl mum Differences to min and max:
e Greatest lower bound - inf and sup may not be part of the set
~ . ~ . N » maximum

InfirIum

Fig: https://en.wikipedia.org/wiki/Infimum_and_supremum

* Supremum e e e e e e = =
* Lowest upper bound \ /

supld) - e e e e e meEm——_———
| infimum
l J
U p p er bO un d S Fig: https://www.researchgate.net/figure/Minimum-maximum-infimum-and-
A supremum-of-example-functions_figl 355093246

Fig: https://en.wikipedia.org/wiki/Infimum_and_supremum
CENG7880 30



Background: Binomial Distribution

0.25

¢ p=0.5 and n=20
p=0.7 and n=20
® p=0.5 and n=40

0.20

If a random variable X follows the Binomial
Distribution with parametern € Nand p €

0.15

0.10

10, 1],
* then the probability of getting k successes = : .
(with same rate p) in n Bernoulli trials: g ceentieoiiees T RETTITTTTITye
n . . . . .
_ _ k . Tl—k 0 10 20 30 40
P(X =k) = (k)p (1 p) Fig: Wikipedia
with the binomial coefficient:
(Tl) _ n! Example from Wikipedia:
k k!(n—k)!
Suppose a biased coin comes up heads with probability 0.3 when tossed. The
° E [X ] — np probability of seeing exactly 4 heads in 6 tosses is
* Var(X) =np(1 —p) £(4,6,0.3) = (i) 0.3%(1 — 0.3)5* = 0.059535.

CENG7880 31


https://en.wikipedia.org/wiki/Binomial_distribution
https://en.wikipedia.org/wiki/Binomial_distribution

Background: Bernoulli Distribution

* Discrete probability distribution where a variable can take two values

e X: arandom Bernoulli variable, then:

cPX=1)=0p
*PX=0)=q=1-p
*ElX] =p

+ Var[X] = p(1 - p)
* A special case of Binomial Distribution withn =1

CENG7880
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Background: Lipschitz Constant

* For a function f(-):

K m sup VG2 = SO

X1FX> |X2 T xll

e Alternative definition:

|f (x2) — f(x)] < Klxy — x4

 If the function is differentiable with bounded derivative:
K = sup [f'(x)]
X

CENG7880
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Background: Two-sample Test

* Given samples from two different
distributions P and Q, determine whether the
difference between the samples is statistically
significant.

* Requires prior information about the
distributions P and Q.

* Apply on samples/population or distribution
parameters (mean and variance)

* Many alternatives:
e Student’s t-test
* Mann-Whitney U test
* Welch’s t-test

Example

Student’s t-test

 Assumes same sample size and
variance:

t = P- é
_Sp,/Z/n

Sp+SG .
where Sp = > is the

combined standard deviation.

Higher t => Larger gap between P
and Q.



Pixelate JPEG

Brightness Contrast Elastic

Hendrycks & Dietterich, Benchmarking Neural Network Robustness to Common Corruptions and Perturbations

Importance Weights for
Covariate Shift

p(x) # q(x) butp(y|x) =q(y|x)

CENG7880
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Importance Weights for Covariate Shift

* In the covariate shift setting, we have
q(x,y)

X,y) =

w(x,y) p(x,y)

_ q(ylx)q(x)
p(ylx)p(x)

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - Ci§ 7000



Importance Weights for Covariate Shift

* In the covariate shift setting, we have

Remember:
_qxy) * In the label shift setting, we have
W(X, y) -
p(x,y)
_ q(lx)q(x) w(x,y) = q(x,y)
 p(yIx)p(x) - pxy)
_ a&x1y)a(y)
_ax PP
p(x) _a»
p(y)
= WX
() = w(y)

Adapted from: Uni of Pennsylvania, Trustworthy ML -,CIS 7000



Importance Weights for Covariate Shift

* If we know w(x), then we have

Eol£(8;x,y)] = Epl[£(0;x,y) - w(x,y)] = Ep[£(6; x,y) - w(x)]

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C}$ 7000



Importance Weights for Covariate Shift
Estimating the weights

* Define a new distribution R over {0,1}XX:

 Sample b ~ Bernoulli G)

e If b =0, then sample (x,;) ~ P
* If b =1, then sample (x,") ~ Q

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C}S 7000



Importance Weights for Covariate Shift
Estimating the weights
* Define a new distribution R over {0,1}XX:

 Sample b ~ Bernoulli G)
e If b =0, then sample (x,) ~ P
* If b =1, then sample (x,") ~ Q

* Suppose we know r( b | x ), then by Bayes’ rule, we have

r(x|1b=0)r(b=0)
T(b:O|x)=r(x|b:0)r(b:O)+T(X|b:1)r(b:1)

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000



Importance Weights for Covariate Shift
Estimating the weights

* Define a new distribution R over {0,1}XxX:

* Sample b ~ Bernoulli (%)

e If b =0, then sample (x,) ~ P
* If b =1, then sample (x,-) ~ Q

* Suppose we know r( b | x ), then by Bayes’ rule, we have

r(xlb:O)-%
r(b=0|x) =

r(xlb:O)-%+r(x|b:1)-%

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C}$ 7000



Importance Weights for Covariate Shift
Estimating the weights

* Define a new distribution R over {0,1}XxX:

 Sample b ~ Bernoulli (%)

e If b =0, then sample (x,) ~ P
* If b =1, then sample (x,") ~ Q

» Suppose we know r( b | x ), then by Bayes’ rule, we have

r(x|b=0)

r(b=0|x)=,r(x|b:0)+r(xlb=1)

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - ClS 7000



Importance Weights for Covariate Shift
Estimating the weights
* Define a new distribution R over {0,1}XX:

 Sample b ~ Bernoulli (%)
e If b =0, then sample (x,;) ~ P
* If b =1, then sample (x,-) ~ Q

* Suppose we know r( b | x ), then by Bayes’ rule, we have

p(x)
p(x) + q(x)

r(b=0|x) =

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - Cl§ 7000



Importance Weights for Covariate Shift
Estimating the weights

* Define a new distribution R over {0,1}XX:

 Sample b ~ Bernoulli (%)

e If b =0, then sample (x,;) ~ P
* If b =1, then sample (x,") ~ Q

* Suppose we know r( b | x ), then by Bayes’ rule, we have

r(b=01x) =

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C}S 7000



Importance Weights for Covariate Shift
Estimating the weights

* Define a new distribution R over {0,1}xX:

* Sample b ~ Bernoulli (%)

e If b =0, then sample (x,) ~ P
* If b =1, then sample (x,-) ~ Q

* Suppose we know r( b | x ), then by Bayes’ rule, we have

r(b=0|x) =

w(x) +1

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C}S 7000



Importance Weights for Covariate Shift
Estimating the weights
* Define a new distribution R over {0,1}XxX:

 Sample b ~ Bernoulli (%)
e If b =0, then sample (x,’) ~ P
* If b =1, then sample (x,") ~ Q

* Suppose we know r( b | x ), then by Bayes’ rule, we have

W(x)+1:r(b=0|x)

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CI§ 7000



Importance Weights for Covariate Shift
Estimating the weights

* Define a new distribution R over {0,1}XX:

 Sample b ~ Bernoulli (%)

e If b =0, then sample (x,’) ~ P
* If b =1, then sample (x,") ~ Q

* Suppose we know r( b | x ), then by Bayes’ rule, we have

1

r(b:le)_1

w(x) =

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - Ci§ 7000



Estimating Source-Target Probability

* We can construct a dataset of i.i.d. samples (x,b) ~ R
* For simplicity, assume that |X| = |Z|
* Then, consider

X'={x0) | (xy)eZjuix,)IxeX}

* This dataset consists of i.i.d. samples (x,b) ~ R

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - Ci$ 7000



Estimating Source-Target Probability

* We can construct a dataset of i.i.d. samples (x,b) ~ R
* For simplicity, assume that |X| = |Z|
* Then, consider

X'=1{x0lxy)ezZjuilxIxeX]

 This dataset consists of i.i.d. samples (x,b) ~ R

* Given i.i.d. samples (x,b) ~ R,thenr(b = 1| x) is the same as the
probability of “label” b given “input” x
* |dea: Train a model (called a discriminator) on X' to predict b given x

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CiS 7000



Discriminators /

[

* Train discriminator g on X' to
distinguish training and test examples ,

* § has high accuracy = large shift \ |
|

g\ |

accuracy > 0.5 \

\_\

\
[

|
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Discriminators /

/

* Train discriminator g on X' to
distinguish training and test examples /

* g has high accuracy = large shift / A( )
g\X

* g has low accuracy = small shift
(assuming sufficient capacity) I accuracy ~ 0.5

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - Ci$ 7000



Supervised Learning with Covariate Shift

* Input: Training dataset Z, unlabeled test dataset X

* Step 1: Construct X' ={(x,0) | (x,y) € Z}u{(x,1) | x € X } and
train g on X' to predict b given x

1
g(b=1lx)

* Step 2: Compute w(x) =

- Step 3: Compute § = arg min 2xyez t(@;%,y) - w(x)
0

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CiS 7000



Importance Weights

* Pros:
* Principled technique for addressing distribution shift

* “Granular” quantification of shift (obtain an estimate of the shift for each
example, not just just the overall shift)

* Cons:
* Does not work when support of  is not contained in support of P
* Even if the above is satisfied, importance weights are large if P(x, y) is small

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - Ci§ 7000



Methods for
Distributional Robustness

Using Penalty Terms
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Support of Shifted Data

* Assumption: Support of Q is not
contained in support of P — Training

Test

*
- .
: ~

Image; Glauner et al., 2018

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CiS 7000



Support of Shifted Data

* Assumption: Support of Q is not
contained in support of P — Training
Test

* However, this is necessary since
we do not know anything about
data outside of the support of P

* Need additional assumptions to

E

do better .

Image; Glauner et al., 2018

 Focus on covariate shift

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - Ci§ 7000



Learning vs. Evaluation

* For this part, we will focus on model evaluation
* Learning: Optimize E[£(6; x, )]
* Evaluation: Estimate E,[£(6; x, y)]

* We will see why learning is harder later

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000



Integral Probability Metrics

 The total variation distance is

TV(P, Q) = f 1qCe,y) — p(x, )| - dx - dy
XXY

Sensitive to the mis-alignment between the two distributions. No notion of cost between two points.

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C}$ 7000



Integral Probability Metrics

 The total variation distance is

TV(P, Q) = j 1qCe,y) — p(x, )| - dx - dy
XXY

Sensitive to the mis-alignment between the two distributions. No notion of cost between two points.

* The Wasserstein distance is

W(P,Q) = sup fO,y) - (g, y) —p(x,y)) - dx - dy
[Kes1JXxY

f(x,y): Asmooth-function (Lipschitz constant: 1) that measures how far apart the two distributions are.
We are trying to find f(x, y) that best separates the distributions.

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CS 7000



Background: Wasserstein Distance Metric

* A measure between two probability

distributions P and Q. e
* The minimum “cost” of moving pile o Tova(®)
from P to Q. —f ol
* A measure of optimal transport
problem. S

W(p,q)? = / il = T o)+ LAAVEeserabin distancs

* For samplesX P and Y ~ Q:

/ p Fig:
https://www.researchgate.net/publication/349704621_Geometrical_aspects_of e

W (P Q) — | |X _ Y | | p ntropy_production_in_stochastic_thermodynamics_based_on_Wasserstein_distan
ce/figures?lo=1
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Evaluation Bounds

* Note that

Eq[£(8;%, )] = [y €(0:%,¥) - q(x,¥) - dx - dy
=[xy 2@ %9 - (pCe,y) + q(x,y) = p(x,¥)) - dx - dy
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Evaluation Bounds

* Note that

Eq[£(0;2,3)] = [y, 205 %,¥) - q(x,y) - dx - dy
=[xy 2@ %) - (pCe,y) + q(x,y) = p(x,¥)) - dx - dy
— ny{)(Q;X,y) . p(X, y) - dx - dy
+ [y 2O, 9) - (a(,y) —p(x,y)) - dx - dy
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Evaluation Bounds

* Note that

Eo[€(6; %, 7)) = [5,) £ %) - q(x,y) - dx - dy
= sy t(0:,¥) - (pCx,y) +q(x,y) — p(x,¥)) - dx - dy
= Lyt x,y) -p(x,y) - dx - dy
+ [y 2O, ) - (aC,y) —p(x,y)) - dx - dy
= Ep[£(0;%,0)] + [, €0 %,3) - (a(x,y) = p(x, 1)) - dx - dy
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Evaluation Bounds

* Note that

Eq[£(8;%, )] = [y €(0: %, ) - q(x,¥) - dx - dy
=[xy 2@ %9 - (pCe,y) + q(x,y) = p(x,¥)) - dx - dy

= ny{’(H;x,y) p(x,vy)-dx-dy
+ Loy €6, 9) - (qCe,y) —p(x,y)) - dx - dy

Ep[£(0;x,y)]

£(0;x,y)]

Ep[2(0;x,v)

t [y €O, - (aCe,y) — p(x,y)) - dx - dy
+ fmax | foyM(x; 3’) o P(X, }/)| -dx - dy
+ fmax ) TV(P» Q)
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Evaluation Bounds

 Note that

Eq[£(0;x,¥)] = [y, €65 %, ) - q(x,y) - dx - dy
=[xy 2@, - (pCe,y) +a(x, ) = p(x, ) - dx - dy
= Jasy €@ %,y) - plx,y) - dx - dy
+ [y €@ %,3) - (a(x,y) = p(x,9)) - dx - dy
= Ep[£(0;%,0)] + [, 2 %,3) - (a(x,y) = p(x, 1)) - dx - dy
< Epl€(6;x,y)] + K, - W(P,Q)
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Evaluation Bounds for Covariate Shift

 Note that

Jexy £@;%,9) - (aCe,y) —p(x,y)) - dx - dy

= Ly 2@ %) - (v 1 x)q() —p(y | x)p(x)) - dx - dy
=[xy 20 ,7) - (p(y 1 x)q(x) —=p(y | x)p(x)) - dx - dy
=[xy 2@ x,9) - p(y [x) - (a(x) = p(x)) - dx - dy

= [ (f, 260, p(y 12) - dy) - (a00) = p(x)) - dx

= [, 20;%) - (q(x) — p(x)) - dx

< K- W(P(x),Q(x))
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Evaluation Bounds for Covariate Shift

* Thus, we have

E,[2(6;x,y)] S Ep[€(0;x,y)] + K; - W(P(x),Q(x))
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Aside: What About Learning?

* Suppose we optimize the upper bound:
Eo[£(6; x,y)] < Ep[£(6;x,y)] + K7 - W(P(x), Q(x))

* [t is equivalent to optimizing E, [£(0; x,y)], since the penalty is
independent of 6

* Need new approaches to use such bounds for learning
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Evaluation Bounds

* Need to evaluate the metric TV(P, Q) or W (P, Q)
 TV(P, Q) is harder to estimate
« W(P, Q) can be estimated heuristically

* \We focus on covariate shift

CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - C}§ 7000



Evaluation Bounds

 Basic idea: Train a discriminator with bounded Lipschitz constant
e Construct X' ={(x,0) | (x,y) e Z}Uu{(x,1) | x € X}
* Train g on X' but bound its Lipschitz constant K; < 1

* Use the Wasserstein distance as the training loss:

= . — -dx - d e are trying to find
g fSKufgl fx f(X) (q (X) p(X)) X Y '\c/f\wle functti»:)ngf(t) that
best separates the two
= sup {IEQ[f(x)] — ]Ep[f(x)]} distributions.
f:KfSI
~ szupl{n"l Z(x,1)ex'f(x) -n! Z(x,o)ex’f(x)}
: fS
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Training Lipschitz Neural Networks

* Simple strategy: Bound weight matrices individually

* Forexample, g = gm ° gm-1°-°g1,thenK;, < K, -K

Im-1 1

* For a single layer
* If g;(x) = Wix is linear, we have ng = |[Wlop

. Wx
* Here, [[W]lop is the operator norm |[W||,, = max Wy

X | B4
* If gj(x) = ReLU(x), we have Kg, = 1
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Training Lipschitz Neural Networks

* Use projected gradient descent

* Fort € {1, ..., T} (or until convergence):
* Forje{l,..,m}:

J J
W.
W < =
vl
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Integral Probability Metric Penalties

* Pros:
* Can handle shifts without distribution overlap

* Cons:
* Requires additional assumptions about the true function (e.g., Lipschitz)
* Cannot be used for learning, only evaluation
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Methods for
Distributional Robustness

Covariate Shift Detection

88888888



Covariate Shift Detection

* Alternative strategy: Can we test for covariate shift?

* Problem setting
* Given:i.i.d. samples xy, ..., x, ~ P and xy, ..., x5 ~ Q (denoted Xp and X))
* Goal: Determine whether P = ()
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Covariate Shift Detection

* Alternative strategy: Can we test for covariate shift?

* Problem setting
* Given: i.i.d. samples xy, ..., x, ~ P and x3, ..., x5 ~ Q (denoted Xp and X))
* Goal: Determine whether P = ()

* This is a two-sample test
* Lots of work on two-sample tests in the statistics literature
* |dea: Can we leverage our source-target discriminator?
* Yes! This is called a classifier test
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Discriminators [ .
* Train discriminator § on X' to
distinguish training and test examples ,

* § has high accuracy = large shift \ |
|

g\ |

accuracy > 0.5 \ T

=20
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Discriminators /

/

* Train discriminator g on X' to
distinguish training and test examples /

* g has high accuracy = large shift / A( )
g\Xx

* g has low accuracy = small shift
(assuming sufficient capacity) I accuracy =~ 0.5
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Covariate Shift Detection

* Proposed approach
* Train discriminator on X' = {(x,0) [ x € Xp }U{(x,1) | x € X, }

. . . . . ay 1
 Determine there is covariate shift if Accuracy(g; X'") > > + €

« X" is a held-out test set constructed the same way as X'

* Question: How do we choose €7?
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Covariate Shift Detection

* Proposed approach
* Train discriminator on X' = {(x,0) [ x € Xp }U{(x,1) | x € X, }

. . . . . ay 1
 Determine there is covariate shift if Accuracy(g; X'") > > + €

« X""is a held-out test set constructed the same way as X'
* Question: How do we choose €7

* Typical goal: Choose € so the probability of a false positive is
bounded by a user provided error level a:

P, [ Detector(X"’;§,e) =1|P=Q] < «a
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Covariate Shift Detection
* Note that Accuracy(g; X) =n~t Y™, 1(g(x;) = b;)

* Assuming P = Q, then z; := 1(g(x;) = b;) is a Bernoulli random
variable with mean E[1(§(x;) = b;)] = P|g(x;) = b;] =%

1
Then, n Accuracy(g,X") = > + €
S=21Ax- = b;) ~ Binomial(n, ¥ S_ 1 n
(§(x) = by) (n, %) IR S S
i=1 n 2 2
1 : e
Accuracy(g,X") =-S5 Since S (# of correct classifications) needs to be an
n integer:

S > [g+n4

CENG7880 Adapted from: Uni of Pennsylvania, Trustworthy ML €IS 7000



Covariate Shift Detection

1
Then, Accuracy(g,X") = =-+¢€
- s 1 %
S=zl(§(xi) = b;) ~ Binomial(n, %2) =>£2§+e = S 2§+ne
=1 o 1 Since S (# of correct classifications) needs to be an
Accuracy(g,X"") = - S integer:
n
S = [E + ne}

Px»[Detector(...) =1|P=Q] =P [SZ [n GJFG)“

Since S ~ Binomial(n, %2), this probability is the sum of the probabilities of all outcomes i (# of
correct predictions) from E + ne} to n:

n

Y
Pxn|Detector(...)=1| P = Q| = Z Binomial (z;n, 5) < GY
i=[n(1/24¢€)]
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Covariate Shift Detection

*Step1:Traingon X' = {(x,0) [ x € Xp}U{(x, 1) | x € X, }

* Step 2: Compute € so that F:?#ne] Binomial (i; n, %) = a }

* Step 3: Return “true” if Accuracy(g; X"') > % + € else “false”

« X" is a held-out test set constructed the same way as X' Should be
'
n

1
Z Binomial (i; n, 2) < o

i=[n(1/2+¢€)]
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Key Takeaway

* We can get provable bounds on the true accuracy of a model
E[1(g(x;) = b;)] from the test set accuracyn™* Y1, 1(§(x;) = b;)

e Later in the class, we will see how this idea can be used to obtain
rigorous uncertainty quantification for machine learning models
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Adversarial Attacks and
Robustness
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Deep networks are “sensitive”

“gibbon”

09.3% confidence

Szegedy et al., Intriguing Properties of Neural Networks, 2014

Image: Uni of Pennsylvania, Trustworthy ML - CIS 7000 CENG7880
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Adversarial Attacks Everywhere

Classifier Input Classifier Output

Classifier Output

e

—
Dastet banara POJy Dank

Brown et al, 2017 “Adversarial Patch”
Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000 CENG7880
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Adversarial Attacks Everywhere

Label | Sentence

P |I am currently trying to give this company an-
other chance. I have had the same scheduling
experience as others have written about. Wrote
to them today
N |I am currently trying to give this company an-
other review. I have had the same dental

experience about others or written with a name.
Thanks to them today

Hsieh et al. 2019 “Natural Adversarial Sentence Generation with Gradient based Perturbation”

Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000 CENG7880



Adversarial Attacks Everywhere

N\ “it was the
:::K =S best of times,
Sk it was the
S | worst of imes”
AN “itis a truth
D f:_;:*g; . universally
* ;tl.‘. 0 5 it v aCknW|edgw
Y that a single”

Carlini, Wagner, 2018

Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000 CENG7880
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Adversarial Perturbations can be dangerous ...

e Task:

* Photo ID verification

e Goal is to check whether uploaded
photo matches a photo ID

e Attack:

» User perturbs their image to match
the photo in the ID

e Challenge for machine learning in
online identity verification!

Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000 CENG7880
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ARIZONA

DRIVER LICENSE
ALEXIS CRAWFORD
9283 DUSTBIN WAY
MESA, AZ 85002
‘0 Sex: F
Eyes: Height 5-08
 Weight 149
A2 V

1
3535

(Valid photo ID from Papesh 2018)




Adversarial
example
against DNN
is first
revealed.
[ICLR’14]

First physical
attack against
facial
recognition
system.
[CCS’16]

First printed
pixel-wise
adversarial
example.
[ICLR’17]

First patch-
based attack
against image
classifier.
[NeurIPS’17]

First optical
(laser) attack
against image
classifier.
[AAAI-S’18]

Ll g LA e Y
First 3D printe
object with
adversarial
texture against

[ICML’18]

First patch-based
attack against
traffic sign
recognition.
[CVPR’18]

image classifier.

Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical

adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.

First patch-
based attack
on pedestrian
detector.
[CVPR-W’19]

First textured-
based attack
on vehicle
detector.
[ICLR’19]

First dynamic
patch-based
attack against
object detector.
[ArXiv’20]

First patch-
based attack
on aerial
image detector.
[ArXiv’20]

First physical
attack with
blub against
infrared
detector.
[AAATI’20]

#l 2016 > 2017 ) 2018 2019 2020 2021 )

Frist neural
renderer-based
texture attack
against object
detector.
[CVPR’21]

First natural
sticker attack
against face
recognition.
[TPAMI’22]

First
environment-
driven optical
attack against
image classifier.
[CVPR’22]




Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical
adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.

DAS [12]

e
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Guesmi, A., Hanif, M. A., Ouni, B., & Shafique, M. (2023). Physical adversarial attacks for
camera-based smart systems: Current trends, categorization, applications, research
challenges, and future outlook. IEEE Access.

=
o
B
s
o
5)
£
o0
)
2

(a) SS Attack (b) IPatch
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Guesmi, A., Hanif, M. A., Ouni, B., & Shafique, M. (2023). Physical adversarial attacks for
camera-based smart systems: Current trends, categorization, applications, research
challenges, and future outlook. IEEE Access.

AT
n B

(a) Adversarial Patch (b) OAP (c) APARATE (d) Pnogection- (e) SAAM
Attack
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Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical
adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.
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stop sign (+projected image)

adversary

car

projector

Lovisotto, G., Turner, H., Sluganovic, I., Strohmeier, M., & Martinovic, I. (2021). SLAP:
Improving physical adversarial examples with {Short-Lived} adversarial perturbations. In
30th USENIX Security Symposium (USENIX Security 21) (pp. 1865-1882).
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Types of Attacks

* Digital vs Physical
 Digital: Victim and attack are both soft
* Physical: Victim and attack are both physical

e White-box vs Black-box

* White-box: We have access to the model and its parameters (we can make
forward and backward passes).

* Black-box: We have access to only model predictions.

* Targeted vs Non-targeted

* Targeted: The attack aims to obtain highest probability for a pre-determined
target class.

* Non-targeted: Any non-correct class is fine.



Adversarial Attack T, o0, e X (2022 sy o s
Pipeline

L Problem D . :
Victim Model Optimization Deployment Evaluation
Modeling
Gradient-based Patch-based attack
Object detection _m
Texture-based attack

White-box attack

Evolutionary-based

Black-box attack

Generative mode-based

Robustness techniques .

CENG7880 105

Adversarial
specifici

Targeted attack

Non-targeted attack



Wang, D., Yao, W., Jiang, T., Tang, G., & Chen, X. (2022). A survey on physical
adversarial attack in computer vision. arXiv preprint arXiv:2209.14262.

Physical Attacks

I g mm s mm s omm s omm s omm or omm s omm s Em s Em s s mm  Em e o R e s o e s R S R R M R R M R e s -y I

! ' Optimization L

: | Robustness Transformation Patch applier Victim model ! !

|

| B = ~ ! :

1 ) | !

| ﬁ @i ' ﬁ E— — Loss !
‘ I

: Bricht function '

i ) MBAMESS  Rotate  Resize |

i Adversarial /contrast !

I .

3 perturbation :

Print out ﬁ Stage 1: Optimize adversarial perturbation in digital space

=
Picture

| Stick patch
& )

: Patch paper

|

Stage 2:Test the adversarial perturbation in physical space
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robustness: similar images = same label

robustness: ||x — x'||,, < € = same label

{4 III
o bug”!
®
O O
O = O
O O
O O
o ® O
B(x,€) B(x,€)
e-robust at x not e-robust at x

Adapted from: Uni of Pennsylvania, Trustworthy ML - CIS 7000 CENG7880 107



|S there d Simple fIX USing Doesn’t work to ensure robustness!

data augmeﬂtation? In theory as well as practice!!
O " Py
O e ®
O
O
O ®
B(x,€)
O

 Sample multiple points close to x
* Assign them same label as x
 Addthem to training data set and retrain

Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000 CENG7880 111



