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Administrative Notes

• Selecting papers for the projects
• Deadline: 19 October
• Form: https://forms.gle/A3taWgxoCHumfYfz9
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Agenda

• Robustness
• Distribution shifts (this week)
• Adversarial robustness (next week)
• Certifying robustness (next next week)
• Calibrated predictions & uncertainty (next next next week)
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Robustness: Agenda
Robustness to Distribution Shifts
• Images
• Noise, color changes, light 

changes, day/night, 
summer/winter, …

• Audio
• Noise, background, gain 

level, …

• Text
• Noise, synonyms, 

alternative phrasing, ..
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Robustness: Agenda
Adversarial Robustness

• Types of adversarial 
attacks

• Adversarial training
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https://www.altacognita.com/robust-attribution/

Szegedy et al., Intriguing Properties of Neural Networks, 2014
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Robustness: Agenda
Certifying/Verifying Robustness
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Figs: Uni of Pennsylvania, Trustworthy ML - CIS 7000
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Robustness: Agenda
Calibrated Predictions & Uncertainty 
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Fig: Abdar et al., A review of uncertainty quantification in deep learning: 
Techniques, applications and challenges, 2021

Fig: Uni of Pennsylvania, Trustworthy ML - CIS 7000
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Robustness to Distribution Shift
Disclaimer: The slides are mostly borrowed from: 

Uni of Pennsylvania, Trustworthy ML - CIS 7000
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CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 70009
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MixUp
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mixup: Beyond Empirical Risk Minimization, ICLR 2018.

Fig: https://www.kaggle.com/code/kaushal2896/data-augmentation-tutorial-basic-cutout-mixup
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AugMix

CENG7880

AugMix: A Simple Data Processing Method to Improve 
Robustness and Uncertainty, ICLR 2020.
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Distribution Shift: 
Notation & Problem Formulation
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Types of Distribution Shift: 
Label Shift
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𝑝 𝑦 ≠ 𝑞 𝑦 but 𝑝 𝑥 | 𝑦 = 𝑞 𝑥 | 𝑦



CENG7880 Slide: Uni of Pennsylvania, Trustworthy ML - CIS 7000

labels don’t
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Class Imbalance
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Source: https://liuziwei7.github.io/papers/longtail_slides.pdf
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Types of Distribution Shift: 
Covariate Shift
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𝑝 𝑥 ≠ 𝑞 𝑥 but 𝑝 𝑦 | 𝑥 = 𝑞 𝑦 | 𝑥
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Methods for 
Distributional Robustness
Importance Weighting
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Intuition: Automobile class was underrepresented in the 
source distribution. We give higher weight to its loss 
calculation to compensate.
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