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Bias and Fairness in ML:
Examples: Face Recognition

CENG7880

Buolamwini, J., Gebru, T.: Gender shades: Intersectional accuracy disparities in commercial gender classification. 
In: Conference on fairness, accountability and transparency. pp. 77-91 (2018).
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Bias and Fairness in ML:
Sources of Bias
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Main Source of Bias 

https://ai.googleblog.com/2019/12/fairness-indicators-scalable.html
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Does balanced data guarantee fairness?

• No!

• On the D-Vlog dataset (for depression detection), 
females have more samples have more samples 
but suffer from biased predictions!

CENG7880 5

Larger-than-1 
indicates bias for 

females
Cheong, J., Kuzucu, S., Kalkan, S., & Gunes, H. (2023). Towards gender fairness for 
mental health prediction. International Joint Conferences on Artificial Intelligence 
Organization.
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What does it mean to be fair?

In Philosophy: 
• Egalitarianism (social equality, 

equality of opportunity) and
distributive justice focus on the 
process of fair distribution of 
resources.
• Utilitarianism, consequentialism 

focus on the outcomes of the the 
processes on overall social 
welfare.
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5 doses of medicine

5 mild cases

5 severe cases

Egalitarianism: Every 
individual deserves equal 
change at the resource.

5 mild cases

5 severe cases

Utilitarianism: Prioritize 
outcome that maximizes 
overall well-being.

5 mild cases

5 severe cases
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Challenges with 
defining fairness
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Optimizing a statistical fairness 
measure might violate fairness 
definitions in Philosophy
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Challenges with 
defining fairness

CENG7880 8

Optimizing a statistical fairness 
measure might lead to overall 
lower social welfare

- See also: Hu, L., & Chen, Y. (2020, 
January). Fair classification and social 
welfare. In Proceedings of the 2020 
conference on fairness, accountability, 
and transparency (pp. 535-545).
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Challenges with defining fairness
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• Impossibility theorem [1, 2]:

[1] Kleinberg, S. Mullainathan, and M. Raghavan. Inherent trade-offs in the fair determination of risk scores. arXiv:1609.05807, 2016.
[2] Miconi. The impossibility of “fairness”: a generalized impossibility result for decisions. arXiv:1707.01195, 2017.

Fig from: https://neurips.cc/virtual/2022/poster/52996
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Challenges with defining fairness
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• Too many statistical fairness definitions:
• Individual fairness, group fairness, causal fairness, intersectional fairness, demographic 

parity, statistical parity, equal opportunity, equalized odds, uncertainty fairness, …

• Accuracy-fairness tradeoff
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(Also known as fairness through unawareness)

(If the majority group has more data, the model may perform really well for that 
group, while providing low performance [random guesses] for the minority group. 
Blind fairness is satisfied in this case but there is a clear issue of fairness.)

• Problem: How do you remove sensitive attribute from an image?

Adapted from: Uni of Pennsylvania, Trustworthy ML - CIS 7000
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Group Fairness Principles: Independence

• Prediction ( !𝑌) is independent of sensitive attribute (𝐴).
• Formally: !𝑌 ⊥ 𝐴
• Groups should receive positive outcomes at same rate.
•Measures: 
• Demographic parity: 𝑝 "𝑌 = 1 A = red) = 𝑝 "𝑌 = 1 A = blue)

• Disparate Impact: !
"#$% &$'()*+(,-)

! "#$% &$'/0*+(,-)
• Statistical Parity Difference:

𝑝 "𝑌 = 1 A = red) − 𝑝 "𝑌 = 1 A = blue)
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(Prefer this ratio to be ≥ 1 − 𝜖)

(Prefer this disparity 
to be ≤ 𝜖)
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Group Fairness Principles: Separation
• Prediction is independent of sensitive attribute for positive (negative) cases
• Formally: !𝑌 ⊥ 𝐴 | 𝑌
• 𝑌 separates !𝑌 and 𝐴. If you know 𝑌, the outcome should not depend on 𝐴. 

• Measures:
• Equal opportunity (equal True Positive Rates): 

𝑝 "𝑌 = 1 𝑌 = 1, 𝐴 = red) = 𝑝 "𝑌 = 1 𝑌 = 1, 𝐴 = blue)
• Equalized odds (equal True Positive Rates and False Positive Rates): 

𝑝 "𝑌 = 1 𝑌 = 𝑦, 𝐴 = red) = 𝑝 "𝑌 = 1 𝑌 = 𝑦, 𝐴 = blue)
• Predictive equality (equal False Positive Rates)

𝑝 "𝑌 = 1 𝑌 = 0, 𝐴 = red) = 𝑝 "𝑌 = 1 𝑌 = 0, 𝐴 = blue)
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Group Fairness Principles: Sufficiency
• Model is calibrated; i.e., true probabilities match prediction 

probabilities across sensitive attributes
• Sufficiency: 𝑌 ⊥ 𝐴 | "𝑌
• Measures: 
• Calibration

𝑝 𝑌 = 1 %𝑌 = 𝑦, 𝐴 = red) = 𝑝 𝑌 = 1 %𝑌 = 𝑦, 𝐴 = blue)
(“If a Black defendant and a White defendant both get a "Risk Score of 7," they should both have the exact 

same 70% chance of re-offending”)
• Positive Predictive Value Disparity

𝑝 𝑌 = 1 %𝑌 = 1, 𝐴 = red) = 𝑝 𝑌 = 1 %𝑌 = 1, 𝐴 = blue)
("When the model says 'Yes,' is it equally trustworthy for both groups?”)

• Negative Predictive Value Disparity
• False Positive Value Disparity

CENG7880 15
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Group Fairness
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• Impossibility theorem [1, 2].

[1] Kleinberg, S. Mullainathan, and M. Raghavan. Inherent trade-offs in the fair determination of risk scores. arXiv:1609.05807, 2016.
[2] Miconi. The impossibility of “fairness”: a generalized impossibility result for decisions. arXiv:1707.01195, 2017.
[3] Bell, A., Bynum, L., Drushchak, N., Zakharchenko, T., Rosenblatt, L., & Stoyanovich, J. (2023). The possibility of fairness: Revisiting the impossibility theorem in practice. ACM 
Conference on Fairness, Accountability, and Transparency.

Fig from: https://neurips.cc/virtual/2022/poster/52996

Counter-argument [3]: Strict equality of 
metrics is not necessary, approximate 
equality is sufficient. This then eliminates the 
conflict between the three criteria.
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Other Definitions: Intersectional Fairness
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Gohar, U., & Cheng, L. (2023). A survey on intersectional fairness in machine learning: Notions, 
mitigation, and challenges. arXiv preprint arXiv:2305.06969.
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Other Definitions: Counterfactual Fairness
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Material: https://arxiv.org/pdf/1703.06856
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Other Definitions: Counterfactual Fairness
Sample Study from Our Group
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Cheong, J., Kalkan, S., & Gunes, H. (2022, October). Counterfactual fairness for 
facial expression recognition. In European Conference on Computer Vision (pp. 
245-261). Cham: Springer Nature Switzerland.
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Other Definitions: Uncertainty Fairness
Sample Study from Our Group
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S. Kuzucu, J. Cheong, H. Gunes, S. Kalkan, "Uncertainty-based Fairness 
Measures", Journal of Artificial Intelligence Research, Special Issue on 
Fairness and Bias in AI, 81:307-335, 2024.
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Agenda

• Fairness
• Fairness Algorithms
• Fairness in LLMs
• Fairness Verification
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Administrative Notes
• Final Exam:

• 13 January 16:30
• Paper selection finalized except for two projects
• Project milestones

• 1. Milestone (November 23, midnight):
• Read & understand the paper
• Download the datasets
• Prepare the Readme file excluding the results & conclusion

• 2. Milestone (December 7, midnight)
• The results of the first experiment

• 3. Milestone (January 4, midnight)
• Final report (Readme file)
• Repo with all code & trained models
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Good to know: Bloom
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https://www.anthropic.com/research/bloom



Good to know: Perspective
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https://perspectiveapi.com/



Fairness Algorithms
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Pre-processing
Methods

In-processing
Methods

Post-processing
Methods

Data Algorithm
Output

(e.g., emotion prediction)



Fairness Algorithms

CENG7880 26Fig: J. Cheong, S. Kalkan, H. Gunes, "The Hitchhiker's Guide to Bias and Fairness 
in Facial Affective Signal Processing", IEEE Signal Processing Magazine, 2021.



Fairness Algorithms
Pre-processing Methods

Dataset-level Methods

1. Prepare a new dataset
2. Use sampling methods to oversample or 

undersample the dataset
3. Augment the datasets with small 

perturbations on the existing samples
4. Generate synthetic data
5. Fairness through unawareness
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https://fairmlbook.org/pdf/fairmlbook.pdf

Fig: J. Cheong, S. Kalkan, H. Gunes, "The Hitchhiker's Guide to Bias and Fairness 
in Facial Affective Signal Processing", IEEE Signal Processing Magazine, 2021.



Fairness Algorithms
Preprocessing Methods

Dataset-level Methods

1. Prepare a new dataset
2. Use sampling methods to oversample 

or undersample the dataset
3. Augment the datasets with small 

perturbations on the existing samples
4. Generate synthetic data
5. Fairness through unawareness
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in Facial Affective Signal Processing", IEEE Signal Processing Magazine, 2021.



Fairness Algorithms
Preprocessing Methods

Dataset-level Methods

1. Prepare a new dataset
2. Use sampling methods to oversample 

or undersample the dataset
3. Augment the datasets with small 

perturbations on the existing samples
4. Generate synthetic data
5. Fairness through unawareness
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https://fairmlbook.org/pdf/fairmlbook.pdf



Fairness Algorithms
Preprocessing Methods

Dataset-level Methods

1. Prepare a new dataset
2. Use sampling methods to oversample 

or undersample the dataset
3. Augment the datasets with small 

perturbations on the existing samples
4. Generate synthetic data
5. Fairness through unawareness
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https://melgor.github.io/blcv.github.io/static/2018/02/2
7/demystifying-face-recognition-v-data-

augmentation/index.html



Fairness Algorithms
Preprocessing Methods

Dataset-level Methods

1. Prepare a new dataset
2. Use sampling methods to 

oversample or undersample
the dataset

3. Augment the datasets with 
small perturbations on the 
existing samples

4. Generate synthetic data
5. Fairness through unawareness
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Dogan, Y., & Keles, H. Y. (2020). Semi-supervised image attribute editing using 
generative adversarial networks. Neurocomputing, 401, 338-352.



Fairness Algorithms
Preprocessing Methods

Dataset-level Methods

1. Prepare a new dataset
2. Use sampling methods to oversample 

or undersample the dataset
3. Augment the datasets with small 

perturbations on the existing samples
4. Generate synthetic data
5. Fairness through unawareness
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https://towardsdatascience.com/bias-and-algorithmic-fairness-10f0805edc2b



Fairness Algorithms
Preprocessing Methods
Advantages:

• Algorithm independent

• Easy to apply

Disadvantages/Challenges

• Sub-sampling can remove critical data

• Over-sampling can cause overfitting

• Balancing samples across demographic groups may not guarantee fairness (Wang 
et al., 2019; Cheong et al., 2023)

Recommendations

• The use of synthetic samples from generative models are promising (but 
generative models can also have bias)
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Wang, T., Zhao, J., Yatskar, M., Chang, K., Ordonez, V.: Balanced datasets are not enough: Estimating and mitigating gender bias in 
deep image representations. In: IEEE/CVF International Conference on Computer Vision (ICCV). pp. 5309-5318 (2019)
Cheong, J., Kuzucu, S., Kalkan, S., & Gunes, H. (2023). Towards gender fairness for mental health prediction. International Joint 
Conferences on Artificial Intelligence Organization.

Fig: J. Cheong, S. Kalkan, H. Gunes, "The Hitchhiker's 
Guide to Bias and Fairness in Facial Affective Signal 
Processing", IEEE Signal Processing Magazine, 2021.



Fairness Algorithms
Inprocessing Methods

1. Cost-sensitive learning

2. Domain adaptation

3. Disentanglement
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Fig: J. Cheong, S. Kalkan, H. Gunes, "The Hitchhiker's 
Guide to Bias and Fairness in Facial Affective Signal 
Processing", IEEE Signal Processing Magazine, 2021.



Fairness Algorithms
Inprocessing Methods

1. Cost-sensitive learning

2. Domain adaptation

3. Disentanglement
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𝑤!(#) ⋅ ℒ(𝑥)

For example:

If 𝑁!"#$%" =
&
'
𝑁#$%" then

𝑤!"#$%" = 3 ⋅ 𝑤#$%"



Fairness Algorithms
Inprocessing Methods

1. Cost-sensitive learning
2. Domain adaptation
3. Disentanglement
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https://arxiv.org/pdf/1812.00194.pdf



Fairness Algorithms
Inprocessing Methods

1. Cost-sensitive learning
2. Domain adaptation
3. Disentanglement
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https://arxiv.org/pdf/1705.10667.pdf



Fairness Algorithms
Inprocessing Methods

1. Cost-sensitive learning

2. Domain adaptation

3. Disentanglement
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https://arxiv.org/pdf/1804.03487.pdf



Fairness Algorithms
Inprocessing Methods
Advantages:
• More effective than preprocessing methods
• Many options to intervene at and mitigate bias

Disadvantages/Challenges
• Method-specific
• Requires expertise

Recommendations
• Hybrid solutions combining different 

approaches can be promising
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Fig: J. Cheong, S. Kalkan, H. Gunes, "The Hitchhiker's 
Guide to Bias and Fairness in Facial Affective Signal 
Processing", IEEE Signal Processing Magazine, 2021.



Fairness Algorithms
Postprocessing Methods

• Update model predictions (scores)

CENG7880 40
Fig: J. Cheong, S. Kalkan, H. Gunes, "The Hitchhiker's 
Guide to Bias and Fairness in Facial Affective Signal 
Processing", IEEE Signal Processing Magazine, 2021.



Fairness Algorithms
Postprocessing Methods

Advantages:

• Does not depend on the method

• No knowledge required about the method
• Easy to use for non-experts

• Readily available as frameworks
Disadvantages/Challenges

• Correcting outputs may fall insufficient for mitigating bias

• For explainable and interpretable fairness, we may need to intervene at the model
• May require additional training method

Recommendations:
• Before using pre-trained networks in practice, these methods should be tried.
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Fairness Algorithms
An Overview

CENG7880 42Fig: J. Cheong, S. Kalkan, H. Gunes, "The Hitchhiker's Guide to Bias and Fairness in 
Facial Affective Signal Processing", IEEE Signal Processing Magazine, 2021.



Fairness Algorithms
Tools

• AI Fairness 360 (AIF360):  https://github.com/Trusted-AI/AIF360
• Sci-kit fairness:  https://scikit-fairness.readthedocs.io/en/latest/
• What-if tool:  https://pair-code.github.io/what-if-tool/
• Pymetrics: https://www.pymetrics.ai/assessments

• Lee, M. S. A., & Singh, J. (2021). The landscape and gaps in open source fairness toolkits. In 
Proceedings of the 2021 CHI Conference on Human Factors in Computing Systems (pp. 1-13).
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Fairness in LLMs
Resources: 
Gallegos, I. O., Rossi, R. A., Barrow, J., Tanjim, M. M., Kim, S., Dernoncourt, F., ... & Ahmed, N. K. (2024). Bias 
and fairness in large language models: A survey. Computational Linguistics, 50(3), 1097-1179.
Chu, Z., Wang, Z., & Zhang, W. (2024). Fairness in large language models: A taxonomic survey. ACM SIGKDD 
explorations newsletter, 26(1), 34-48.
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Biases in LLMs

CENG7880 52Gallegos et al. (2024). Bias and fairness in large language 
models: A survey. Computational Linguistics, 50(3), 1097-1179.



Biases in LLMs
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Biases in LLMs

• Biases in NLP tasks
• Text generation, machine translation, information retrieval, question-

answering, …

• Biases in development and deployment
• Training data
• Model
• Evaluation
• Deployment
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Metrics of Bias in LLMs
Embedding-based
• Word embeddings: Compute distances in embedding space
• Sentence embeddings: Adapt to contextualized embeddings

CENG7880 55Gallegos et al. (2024). Bias and fairness in large language 
models: A survey. Computational Linguistics, 50(3), 1097-1179.



Metrics of Bias in LLMs

Probability-based metrics
• Masked token: Compare fill-in-

the-blank probabilities
• Pseudo-log-likelihood: Compare 

likelihoods between sentences

CENG7880 56Gallegos et al. (2024). Bias and fairness in large language 
models: A survey. Computational Linguistics, 50(3), 1097-1179.



Metrics of Bias in LLMs

Generated text based 
metrics
• Distribution: Compare 

distribution of co-occurrences
• Classifier: Use an auxiliary 

classifier (e.g., existing 
sentiment or toxicity 
classifiers)

• Lexicon: Compare each word 
in the output to a predefined 
lexicon

CENG7880 57Gallegos et al. (2024). Bias and fairness in large language 
models: A survey. Computational Linguistics, 50(3), 1097-1179.
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